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comment

his edition of the CRJ is
I about challenging
assumptions,
unpicking the strands of
the Covid-19 pandemic
and its multiple cascading
consequences, all the while being
mindful of how they are conflating with
other disasters and emergencies, such
as the storms, other extreme weather
and wildfires sweeping across the world.

Many cosy assumptions about
emergency preparedness systems,
society, security and international
relations have clearly been misguided
and, in part, this stems from a historical
lack of emphasis on preparedness
and mitigation in favour of post-crisis
response. On p28 Eric McNulty
notes: “The ever greater demands we
place on responders are the result
of design failures in our institutions
and communities,” asking, “How often
have you seen ... honorifics bestowed
on those who labour on mitigation,
preparedness and recovery?”

This leads us to the status of the
complex horizontal and vertical
relationships between governments,
emergency preparedness experts,
responders and, most importantly, the
public. Assumptions are all too often
being made about public involvement
in — and experience of — emergencies,
as emphasised by David Wales on p16.

When systems are found wanting
and citizens don’t feel that their needs
are being addressed or recognised
by authorities, unrest and dissent
can proliferate. Starting on p60, CRJ
looks at some of the manifestations of
such unrest, from lockdown tribalism
to overzealous digital behaviour.

These trends affect us all - business,
emergency planners, responders,
governments, communities and
individuals — and Jennifer Hesterman
provides a sobering reminder of what
happens when online crime, terror
and vigilantism spill over into the real
world (p64). This is backed up by the
heightened vulnerabilities highlighted
by authors in our cyber feature (p40).

CRJ is not for tearing down systems
that work, nor does it advocate the
indiscriminate ripping up of assumptions.
But failure to ask questions and debate
the more difficult subjects that have
been skirted around for many years,
can only lead to crippling atrophy.
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Countering the use of
drones for terrorism

Tackling contemporary terrorism requires a proactive stance, as an increasing
number of threats have emerged from the use of commercially available drones.
A new EU-based project aims to provide protective measures for first responders
to help counter the threats, reports Andrew Staniforth

he persistent severity of the terrorist threat has forced
governments across the world to recognise that a
reactive posture will not preserve their national
security. Thus, an increasingly proactive and creative
approach has been implemented, which is dedicated
to identifying new and emerging terrorist threats. This
posture is founded upon the security principles of
preparedness — identifying new and emerging threats
and assessing associated risks and vulnerabilities. The
approach now forms an essential part of tackling
international contemporary terrorism, including the
emerging threat from commercially available drones
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as a tactical attack planning option for terrorists.

The adoption of drones for terrorist purposes is a rising
security concern for world leaders. In August, 2019, the
EU Security Commissioner Julian King reinforced this
concern, warning: “Drones are becoming more and more
powerful and smarter, which makes them more and more
attractive for legitimate use, but also for hostile acts.”

The warning followed the publication of a leaked
report in December, 2018, from France’s Anti-

Terrorism Unit (UCLAT) to the country’s Special
Committee on Terrorism. The report warned
of: “A possible terrorist attack on a football stadium

by means of an unmanned drone that could be
equipped with biological warfare agents.”

Terrorist use of commercially available drones
has already materialised in theatres of conflict
with devastating impact, as confirmed by Assistant
Commissioner Neil Basu, head of Counter Terrorism
Command at London’s Metropolitan Police, who
states: “Drones have been used on the battlefield
and what’s used on the battlefield will eventually
be adapted to be used on domestic soil.”

Europol also reveals that terrorist attacks across
Europe show recurrent targeting of public spaces. As
terrorist organisations innovate their techniques,
Europol says that the response needs to be as
equally innovative to mitigate emerging homeland
security threats, including those posed by drones.

While the threat landscape from drones is diverse,
the greatest concern within the international security
community is the expectation that terrorists will continue
to flirt with new technologies in an attempt to harness
the power of drones to attack crowded public spaces.
Catherine De Bolle, Executive Director of Europol,
has revealed that a major security concern for Europe
remains the return from theatres of conflict of foreign
terrorist fighters who have combat and technical expertise,
including operational planning for drone attacks.

The threat from further terrorist attacks where crowds
gather is generally considered to be high in many
nations across the world. While the specific threat from
a terrorist act using a drone to attack a public place is
considered to be low, the adoption of drones as a tactical
option for terrorists to threaten security remains viable.
Threat assessments that analyse the attack planning
potential are amplified by the increasing availability
of drones and their decreasing costs, making them
readily accessible to lone actors with hostile intentions.

The combination of the increasing sophistication
of drones to carry larger payloads, their capability
of being operated beyond the pilot’s line of sight and
providing a platform to launch cyberattacks, all make
commercially available drones tempting tools for
terrorists. Moreover, the number of high profile rogue
drone incidents, including the closure of Gatwick
airport in the UK in 2018, and the nuclear power
station incursions in France by Greenpeace activists
that same year, have exposed critical fault lines in the
protection of critical infrastructures from drone attacks.

The responses to these major incidents, and other
rogue drone incursions, unwittingly reveal attractive
vulnerabilities that terrorists are seeking to exploit.

Recognising these security challenges, a consortium
of first-responder practitioners, academic security
professionals and private industry drone and drone
detection partners have joined forces in project
DroneWISE, a new European Commission innovation
project under the auspices of the Internal Security Fund
for Policing, combines multidisciplinary expertise to
deliver a series of practical, end-user focused measures
designed to amplify and augment the responses to
terrorist attacks on public spaces using drones.

Research conducted by consortium partners thus
far, when combined with analysis of rogue drone
incursions across Europe, indicates that many first
responder agencies have not fully developed the capacity

responders & tech

or capability to respond effectively to a drone-related
incident, including a potential attack on a public space.
The interoperability challenges of multiple emergency
service agencies effectively responding to major terrorist
incidents are well documented. However, developing and
implementing co-ordinated plans to respond to a drone-
related terrorist event adds greater layers of complexity.
All first responder agencies must be alert to the terrorist
use of drones, including their adoption in conflict zones
by insurgent groups to conduct hostile reconnaissance for
attack planning and adapting them to carry explosives.
Security forces also report the weaponisation of
drones in attempted assassination attacks; military
officers have been killed by drones when integrated
explosive devices have detonated during their
recovery. These incidents highlight just some of the
security concerns when responding to the terrorist
use of drones, which includes important post-incident
forensic recovery and analysis, because drones may
hold vital information for police investigations.

Counter-drone command training
The purpose of this project, therefore, is to provide
protective measures for first responders so that they
can support the prevention of such attacks and are
better prepared to respond when attacks occur.

Project DroneWISE will develop and deliver
counter-drone command training for all first responder
agencies, including tactical options and decision-
making frameworks, supported by a counter-drone
command training handbook. To address immediate
and short term vulnerabilities, training will be
delivered to first responder practitioners across Europe
during the project. The short term needs of first
responder agencies will also benefit from a counter-
drone command, control and co-ordination strategy,
which provides a multi-agency command policy with
decision-making models and a threat and risk matrix.

To meet the medium and long-term needs of first
responder agencies, the project will deliver a ‘Counter-
drone train-the-trainers programme’ to upskill and
amplify first responder training. All training support
materials will be accessible via an online portal.

The combination of these measures will improve the
co-ordinated emergency response significantly, in order
to protect public spaces from drone terrorist attack more
effectively. Moreover, the project partners recognise that
technology alone cannot solve threats without an increased
understanding, awareness and integration of operational
plans and procedures of multiple emergency services
and authorities responsible for protecting public spaces.

Dr Holger Nitsch, the project co-ordinator of
DroneWISE and Head of Research and Social Science
Department of Policing at the University of Applied
Sciences for Public Service in Bavaria, comments:

“Through delivering the key outputs

of the project, we will be able to bring
together the different agencies whose Author
response to a terrorist incident is vital.
Our key goals are to support the
prevention of terrorist drone attacks

ANDREW STANIFORTH is
Director of Saher-Europe and
a Member of CRJ’s Advisory

and increase the protection of public Panel
spaces from the emerging threat from W 7o learn more about DroneWISE, visit the
hostile drones.” CR|  project website: www.DroneWISE-project.cu
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